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Close up view of the new Apple iPod Shuffle, right, with
iPod Classic, left, at an Apple store in Palo Alto, Calif.,
Thursday, March 12, 2009.

Assistant Attorney General Gene Fishel, chief of the
computer crimes section in the Virginia attorney genera
office, talks to students in Shari Hayward's business an
information class at James River High School on Tuesc
Feb. 12, 2008, in Chestedfj&/a.

Computer consultant Jerry Askew shows a digital photo frame

at Askew Network Solutions in Granada Hills, Citifirsday, Feb. 7, 201
The frame, bought at a Target, tried to load 4 different Trojan viruses
computer. A string gfopular gadgets, from iPods to hard drives to GF
navigation systems, have been infected with virusesrdarnnfacturing
over the past two years, exposing thousands of people to the most ? 5
unexpected computer attack of all: one that sneaks in throtgk-a sh : 7 PAP Photos
wrapped package straight from the factory. '
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"Let us be the generation that reshapes our economy
to compete in the digital age. Let's set high standards
for our schools and give them the resources they need
to succeed. Let'secruit a new army of teachers, and
give them better pay and more support in exchange for
more accountability. Let's make college more
affordable, and let's invest in scientific research, and
let's lay down broadband lines through the heart of
inner citiesand rural towns all across America."

I Barack Obama, Springfield, IL
February 10, 2007

President Obama and Vice President Biden understand the immense
transformative power of technology and innovation and how they can
improve the lives of Americans. They will work to ensure the full and
free exchange of information through an open Intemeétuse

technology to create a more transparent and connected democracy. Tt
will encourage the deployment of modern communications
infrastructure to improve America's competitiveness and employ
technology to solve our nation's most pressing problemsluding
improving clean energy, healthcare costs, and public safety.

http://www.whitehouse.gov/agenda/technology/
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INFORMATION AND CDIMMATION
GOVERNMENT DOCUMENTS

PANEL DISCUSSES EMERGING MEDIAL MODEL FOR INTERNATIONAL NEWS
COVERAGE. Broadcasting Board of Governors. December 10, 200869AD290

As mainstream media retrenches from international news coverage, a new breed of citizen
journalist is stepping in to fill pgs of the void. Armed with cell phones, text messages, small

digital cameras and blogs, citizen journalists can broadcast information from places the

mai nstream media simply isndét any more. Thes
and opportunitie to the free flow of information.

http:/www.bbg.gov/pressroom/pressreleases -article.cfm?articlelD=333

[HTML format, various paging]

SPENDING ON CELL PHONE SERVICES HAS EXCEEDED SPENDING ON
RESIDENTIAL PHONE SERVICES. Bureau of Labor Statistics, U.S. Department of
Labor. Web posted January 29, 200909AD499

Data from the Bureau of Labor Statistics (BLS) show that cellular phone expenditures
increased rapidly from 200hrough 2007. Cellular phone expenditures surpassed spending
on residential landline phone services beginning in 2007. Expenditures for residential phone
services per consumer unit decreased from $686 to $482 over that period, a decrease of 30
percent.

http://www.bls.gov/cex/cellphones2007.htm

[HTML format, various paging]

RURAL BROADBAND AT A GLANCE: 2009 EDITION. U.S.
Department of Agriculture. March 2009. 09AD758

Threequarters of U.S. residents used the Internet to access
information, education, and services in 2007. Broadband Internet
access is becoming essential for both businesses and households;
many compare its evolution to other technologies now considered
common necessities, such as cars, electricity, televisions,
microwave ovens, and cell phones. Although rural residents enjoy
widespread access to the Internet, they are less likely to have high
speed, or broadband, Internet access than their urban coutsterpa
Circumstantial evidence suggests that the difference in access may
lie in the higher cost and limited availability of broadband Internet
in rural areas.

http://www.ers.usda.gov/Public ations/EIB47/EIB47.pdf

[PDF format, 6 pages]
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THINK TANKS ANDRNAEIONAL ORGANIKATI

2007 CIRCUMVENTION LANDSCAPE REPORT: METHODS,
USES, AND TOOLS. Hal Roberts, Ethan Zuckerman, and John
Palfrey. The Berkman Center for Internet & Society,March 05,
2009

As the Internet has exploded over the past fifteen years, recently
reaching over a billion users, dozens of national governments have
tried to control the network by filtering out content objectionable to

the countries for any of a number ofseas. A large variety of

different projects have developed tools that can be used to circumvent
this filtering, allowing people in filtered countries access to otherwise filtered content.

In this report, the authors describe the mechanisms of filteringieowinvention and

evaluate ten projects that develop tools that can be used to circumvent filtering. These tools
were evaluated in 2007 using both tests from within filtered countries and tests within a lab
environment- for their utility, usability,security, promotion, sustainability, and openness.

The report was completed in 2007 and released to a group of private sponsors. Many of the
findings of the report are now out of date, but we present them now, as is, because we think
that the broad conclims of the report about these tools remain valid and because we hope
that other researchers will benefit from access to the methods used to test the tools.
http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/2007_Circumvention_Landsca

pe.pdf

ENHANCING CHILD SAFETY & ONLINE TECHNOLOGIES.
Internet Safety Technical Task Force. January 13, 20099AD403

The scope of the Task Forceds inqui
&Onl.ine technologies that industry and end users, including parents, can use to
flechnologics: help keep minors safer on the Internet.

http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_F
inal_Report.pdf
[PDF format,278 pages]

MEDIA RE:PUBLIC: NEWS AND INFORMATION AS DIGITAL
MEDIA COME OF AGE. Berkman Center for Internet & Society,
Harvard University. Web posted December 18, 20089AD321

NEWS AND INFORMATION
AS DIEITAL MEDIA COME DF AGE

This is a series of papers exploring the potential and the challenges of th
emerging networked digital media environment.
http://cyber.law.harvard.edu/pubrelease/mediarepublic/downloads.html

[HTML format with links to PDF files] -
http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/Overview_MR. @ ko
pdf Overview Paper. [PDF format, 52 pages]
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THE DURABLE INTERNET: PRESERVING NETWORK NEUTRALITY WITHOUT
REGULATION. Timothy B. Lee. CATO Policy Analysis no. 626 November 12, 2008

An important reason for the Internet's remarkable growth over the last quarter century is the
"endto-end" principle that networks should confine themselves to transmitting generic
packets without worrying about their contenot only has this made deployment of internet
infrastructure cheap and efficient, but it has created fertile ground for entrepreneurship. On a
network that respects the etwend principle, prior approval from network owners is not
needed to launch neapplications, services, or content.
In recent years, sefityled "network neutrality" activists have pushed for legislation to
prevent network owners from undermining the-émeénd principle. Although the concern is
understandable, such legislation woh&premature. Physical ownership of internet
infrastructure does not translate into a practical ability to control its use. Regulations are
unnecessary because even in the absence of robust broadband competition, network owners
are likely to find deviatios from the endo-end principle unprofitable.
http://www.cato.org/pubs/pas/pa -626.pdf

BUILDING A STRONGER AMERICA

A PLAN TO EXTEND SUPER-FAST BROADBAND
CONNECTIONS TO ALL AMERICANS. Century Foundation.
John Windhausen, Jr.Web posted January 29, 200D9AD549

Few doubt that broadband communications are increasingly vital to our
social and economic welieing. The universal availability of affordable
high-speed access to the Internet has become essential not only for

business, but also for public safety, research, education, health

care, and

protecting the environment. Broadband communications are the future,
yet the U.S. government has no national broadband policy, and does not
treat broadband as a form of infrastructurd and o es not regard
service. The U.S. currently lags behind other nations both in terms of connection speeds and
the number of citizens who have access to broadband.
http://www.tcf.org/Publications/mediapolitics/windhausen.pdf ~ [PDF format, 32 pages]

br oadban

ONE THIRD OF EUROPEAN MOBILE SOCIAL NETWORKING USERS ACCESS
SOCIAL MEDIA EXCLUSIVELY. comScoreJanuary 29, 200909AD486

The comScore, Inc. reports that&d networking is drawing new users into the mobile Web.
In November, 34 percent of mobile phone owners in Western Europe who visited social
networking sites accessed social media exclusive of all other mobile Web content.
With 12.1 million users in Westn Europe, France, Germany, Italy, Spain and the U.K.,
mobile social networking is a rapidgxpanding category that grew 152 percent from
November 2007 to November 2008. The U.K. has the highest penetration of mobile social
networking, at 9 percent, néatriple that of Germany, where the activity is the least popular.
http://www.comscore.com/press/release.asp?press=2708 [HTML format, various paging]
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CSIS | smmams: INNOVATION AND CYBERSECURITY REGULATION. James
A. Lewis. A Commentary. Center for Strategic and International
Studies, March 2009

Digital networks form the backbone of our economy, but they are
easily and illegally accessed by our foreign competitors and
opponents. The primary dameatp U.S. national security and

economic strength from poor cybersecurity comes from the theft of
intellectual property and the loss of advanced commercial and military
technology to foreign competitors.
information infrastruttire weakens the United States and makes our competitors stronger.
Weak cybersecurity means that when we innovate, our competitors share the benefits of our
investments at no cost, while freeing up their own resources for innovation in other areas.
One nabnal goal should be to enable innovation. The United States will benefit from
positioning itself to remain a leader in creating new services and technologies. This requires
making the larger business climate amenable to change and enabling entrepreheurs a
innovators to make new goods and services.
http://www.csis.org/media/csis/pubs/090327_lewis_innovation_cybersecurity.pdf

SECURING CYBERSPACE FOR THE 44TH PRESIDENCY.
T Center for Strategic and International Studies,December 8, 2008
for the 44™ Presidency
The CSIS Commission on Cybersecurity for the 44th Presidency has

released its final report, "Securing Cyberspace for the 44th
Presidency." The Commiasesi onds three
Cybersecurity is now one of the major national security problems

facing the United States; Decisions and actions must respect American
values related to privacy and civil liberties; and Only a comprehensive
=l national security strategy that embrace$libe domestic and

international aspects of cybersecurity will improve the situation.
http://www.csis.org/media/csis/pubs/081208_securingcyberspace_44.pdf

BEYOND THE BUBBLE: TECHNOLOGY AND THE FUTURE
EELATHSEC TR TS OF STUDENT ASSESSMENT. Education Sector. Bill Tucker.
February 2009.09AD673

BEYOND THE BUBBLE:

ol Students today are growing up in a world overflowing with a variety of
high-tech tools, from computers and video games to increasingly
sophistcad d mobi |l e devi ces. But thereods
power down and studentsdéd mobile com

testing day. Since the IBM Type 805 Test Scoring Machine first hit the
1 market in 1938, filin-the-bubble test score sheets and seais have
remained the dominant technologies used in local, state, and national assessments. They rely
heavily on multiplechoice question types and measure only a portion of the skills and
knowledge outlined in state educational standards. They do gotvedill with what we know

about how students learn.

http://www.educationsector.org/usr_doc/Beyond_the Bubble.pdf [PDF format, 19 pages]
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FREEDOM ON THE NET: A GLOBAL ASSESSMENT OF
FREEDOM | |NTERNET AND DIGITAL MEDIA. Freedom House, March 30,
2009

As internet and mobile phone use explodes worldwide, governments
are adopting new and multiple means for controlling these
technologies that go far beyond technical filtering. Freedom on the
Netprovides a comprehensive look at these emerging tactics, raising
concern over trends such as the "outsourcing of censorship” to private
companies, the use of surveillance and the manipulation of online
conversations by undercover agents. The study coegngépressive countries such as

China and Iran and democratic ones such as India and the United Kingdom, finding some
degree of internet censorship and control in all 15 nations studied.
http:/www.freedomhouse.org/uploads/specialreports/NetFreedom2009/FreedomOnTheNet_
FullReport.pdf

CONTENT-CENTERED COLLABORATION SPACES IN THE CLOUD. Hewlett -
Packard Labs. February 6, 200909AD576

The report shres a vision for a new approach to contmnritered collaboration. Emphasizing
communication, collaborative work and community, it envisions a ebt@ased platform that
inverts the traditional applicatiecontent relationship by placing content rathentha
applications at the center, enabling users to rapidly build customized solutions around their
content items.

http://www.hpl.hp.com/techreports/2009/HPL  -2009-11.pdf [PDF format, 16 pags]

THE NEED FOR SPEED: THE IMPORTANCE OF NEXT -
GENERATION BROADBAND NETWORKS. A Report. Rob
Atkinson, Stephen Ezd, Daniel Castro and George Ou.
Information Technology and Innovation Foundation. March 05,
2009

In this report, ITIF argues thatipporting the deployment of faster
broadband networks will be crucial to enabling rgemeration Web

i based applications and services that will play important roles in
" improving quality of life and boosting economic growth. While

getting broadband servite the Americans who lack it is an important policy target, next
generation broadband will deliver a wave of new benefits to consumers, society, businesses,
and the economy.

http://www.itif.org /files/2009 -needforspeed.pdf

EXECUTIVE SUMMARY: IMPROVING QUALITY OF LIFE THROUGH
TELECOMMUTING. Information Technology & Innovation Foundation. Wendell Cox.
January 20, 200909AD434

The report shows that the number of jobs filled by telecommuters could grow neatigltbur

to 19 million and deliver substantial economic, environmental and quality of life benefits for
the United States over the next 12 years. Spurred by advanceesgpé&tjally the spread of
broadband, telecommuting is already the fastest growing mode of getting from home to work.
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The report calls for government to pursue policies to accelerate and maximize
telecommuting, including spurring the deployment and adopfitmoadband, which is an
essential facilitator of telecommuting.

http://www.itif.org/files/Telecommuting.pdf ~ [PDF format, 24 pages]

Managing A POLICYMAKER'S GUIDE TO NETWORK MANAGEMENT.

By Neoveats SPECIAL REPORT. George Ou. Information Technology &
M’G"‘d’ Innovation Foundation, December 11, 2008
A ITIF Senior Analyst George Ou explains how advanced networks
* actually work and documents how, if ISPs are to provide customers a
r—- - good Internet service and operate their neka@fficiently, they must
R 4 o be able to allocate bandwidth between users and apply network

- management tools to shape traffic from multiple applications.

However, Ou argues that ISPs can and should do this in a fair and
nortdiscriminatory manner.
http://lwww.itif.org/files/Network _Management.pdf

DIGITAL QUALITY OF LIFE: UNDERSTANDING THE
PERSONAL & SOCIAL BENEFITS OF THE INFORMATION
TECHNOLOGY REVOLUTION . Information Technology and
Innovation Foundation. Robert D. Atkinson and Daniel D. Castro.
Web posted October 11, 200019AD043

The report documents how IT, since the +h90s, has been the
principal driver of increased economic growth not only in the United

O o . Akinon : States but also in many other natioim$ormation technology is also
il Desiel D. Cenro at the core of dramatic improvements in the quality of life for
individuals around the world. The report shows how IT is the key
enabl er of many of todayds key innovations a

beter education and health care, to a cleaner and more egifigggnt environment, to safer
and more secure communities and nations.
http://www.itif.org/files/DQOL.pdf  [PDF format, 185 pages]

DIGITAL MU SIC REPORT 2009. International Federation of
Phonographic Industries. John Kennedy. January 2009D9AD449

The music industry has transformed its business models, offering
consumers an increasing range of new services with leading technology
partners. However, generating value in an environment where 95 per
cent of music downloads are illegal and unpaid fatilsthe biggest
challenge for music companies and their commercial partners. The
digital music business internationally saw a sixth year of expansion in
2008, growing by an estimated 25 per cent to US$3.7 billion in trade

value.

http://www.ifpi.org/content/library/DMR2009.pdf ~ [PDF format, 32 pages]
http://www.ifpi.org/content/liborary/DMR2009  -key-statistics.pdf Key Satistics
[PDF format, 2 pages]
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CONFRONTING THE CRISIS: ITS IMPACT ON THE ICT

@ INDUSTRY. International Telecommunications Union. February
Confronting the 200909AD577
C S

The report, drawing on analysis from leading industry experts and

international institutions, considehow the industry can position itself

for recovery in the future. Firmso ¢
will depend on their ability to invest for the future and explore new

opportunities to benefit from the eventual upturn. For an industry

foundea on innovation, the current turmoil will create openings for

nascent ICT companies. ITU Secret@&e ner a | Hamadoun Tour ®, spea
said that innovation is the key to recovery.

http://lwww.itu.int/osg/csd/emerging_trends/crisis/index.html

[HTML format, various paging]

2009 THREAT PREDICTIONS. McAfee. January 2009.09AD446

McAfee

ksl ml’«*e'(l’a According to the report, the pkoitation of the financial crisis to

ﬂﬁl i Ay scam users with fake financial transactions services, fake investment

firms, and fake legal services continues. The report examines the
accuracy of | ast yearod6s prediction
where computesecurity threats are headed this year.
http://www.mcafee.com/us/local_content/reports/2009 _threat_predi
ctions_report.pdf

[PDF format, 10 pages]

2009 Threat Predictions

COMPUTER VIR USES AND OTHER MALICIOUS SOFTWARE:

oy Mk Sepraes A THREAT TO THE INTERNET ECONOMY . OECD, March 2009

A TONEAT Y0 T TV
[—=—y

Spurred by the prevalance of always, highspeed connections, the
Internet has become a powerful tool for enhancing innovation and
productivity. The increasing depemae on the Internet and other
communication networks, however, means the Internet has also become
a popular and efficient way to spread computer viruses and other types
of malicious software (malware).

"Viruses", "worms" and "zombies" might sound like s@e fiction, but
they are in fact the reality presented by the spread of malware. The power and threat of
malware are that it can infiltrate, manipulate or damage individual computers, as well as
entire electronic information networks, without users kngwanything is amiss. All of this

has brought the electronic world to an important juncflines book is a first step toward
addressing the threat of malware in a comprehensive, global manner.
http://www.oecd.org/document/16/0,3343,en_2649 34223 42276816 1 1 1 37441,00.html

THE INFLUENCE OF MARKET DEVELOPMENT AND POLICIES ON TELE -
COMMUNICATION INVESTMENT. OECD, 23 -Jan-2009

Players in communication markets aelonger the traditional alternative operators
providing voice services, but a range of service providers including Internet Service
Providers and cable television service providers who provide VolIP services and broadband

Page 12 of 22


http://www.itu.int/osg/csd/emerging_trends/crisis/index.html
http://www.mcafee.com/us/local_content/reports/2009_threat_predictions_report.pdf
http://www.mcafee.com/us/local_content/reports/2009_threat_predictions_report.pdf
http://www.oecd.org/document/16/0,3343,en_2649_34223_42276816_1_1_1_37441,00.html

Embassy of the United States of America T Public Affairs Section

access. This paper assembles sem#@ence on developments in investment by incumbent
and alternative telecommunications operators during the periodZE
http://www.oecd.org/dataoecd/34/36/42037713.pdf

OECD INFORMAT ION TECHNOLOGY OUTLOOK 2008.
Organisation for Economic Caoperation and Development.
December 23, 200809AD337

The economic downturn will hit the Internet economy hard in 2009,
according to the OECD estimates. The Outlook says that the IT
industry is likely to have grown by 4% at most in 2008 compared to the
previous year. But with the outlook for the global ecogamrsening

and business and consumer confidence plummeting, growth will
remain flat or decline in 2009. Some sectors are expected to weather
the storm better than others. Spending on software and IT services,
including outsourcing, by governments and hass is likely to continue. However, major
corporate customers in sectors hard hit by the downturn, such as banking, insurance and
retail, are cutting back spending plans in 2009.
http://browse.oecdbookshop.org/oecd/pdfs/browseit/9308041E.PDF

[PDF format, 350 pages]

SHAPING POLICIES FOR THE FUTURE OF THE INTERNET
ECONOMY. Organisation for Economic Co-Operation and
Development. June 200808AD844

The aim of the OECD Ministerial is to promote the Internet economy, a
concept inclusive of the full range of economic, social and cultural
activities supported by the Internet and related information and
communication technologies. The report providescydlirections and
guidance in 20 areas aimed at facilitating convergence, stimulating
creativity, strengthening confidence, and expanding the opportunities
for global economic, social and cultural development. It integrates work
from five OECD Committeesesponsible for information and communication technologies,
consumer policy, education, public governance, health and development.
http://www.oecd.org/dataoecd/1/29/40821707.pdf ~ [PDF format, ® pages]

THE ANEWO TUBE: A CONTENT ANALYSI S
THE MOST POPULAR ONLINE VIDEO DESINATION. Parents
Television Council. Web posted on January 8, 20009AD410

Children are consuming more and more of their video entertainment

outside the traditioal confines of a television set. While most parents

might not be surprised to learn that search terms employing words like
Asexo0 and Aporno are |likely to yiel
graphic sexual themes and portrayals, most would be stunkadwo

that seemingly Ainnocento search t e
profane material.
http://www.parentstv.org/PTC/publications/reports/YouTube/NewTube.pdf
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